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We believe this policy should be a working document that is fit for purpose, represents
the school ethos and enables consistency and quality across the school. This policy
applies to all members of the school community and relates to the following
legislation:

Health and Safety at Work Act 1974

Children's Act 1989

Human Rights Act 1998

Management of Health and Safety at Work Regulations 1999
Equality Act 2010

The following documentation is also related to this policy:

= Dealing with Allegations of Abuse against Teachers and other Staff: Guidance for
Local Authorities, Headteachers, School Staff, Governing Bodies and Proprietors
of Independent Schools (DfE)

= Equality Act 2010: Advice for Schools (DfE)

= Keeping Children Safe in Education: Statutory Guidance for Schools and Colleges
(DfE)

= Special Educational Needs and Disability Code of Practice: 0 to 25 Years.
Statutory Guidance for Organisations Who Work With and Support Children and
Young People with Special Educational Needs and Disabilities (DfE) and (DoH)

= Working Together to Safeguard Children: A Guide to Inter-agency Working to
Safeguard and Promote the Welfare of Children

= Race Disparity Audit - Summary Findings from the Ethnicity Facts and Figures
Website (Cabinet Office)

We acknowledge that social media has become part of everyday life with many people
of all ages using social media sites such as Facebook, MySpace, Twitter, You Tube
and Flickr on a daily basis. Social media can be accessed through a computer or
mobile phone and allows people to stay in touch with each other.

We have a duty to safeguard all members of the school community as we realise there
are risks to the use of social media with some users posting unsafe and inappropriate
material, making abusive comments and using social media to groom and abuse
children.

Annually we will organise awareness training for school personnel and provide
appropriate links and information for parents, governors and members of the local
community that keeps them up to date about how we can keep children safe when
they use online sites.

We believe we have in place an excellent online safety policy with practices and
procedures fully embedded across the school with appropriate up to date awareness
training in place for school personnel and pupils and information provided for
parents/carers and governors.

We remind all members of the school community that when using any social media
platforms that they do not make derogatory comments about the school or anyone
connected with it.




We encourage and advise parents and others to follow the school complaints
procedure if they wish to make a complaint rather than using social media to make
allegations against any aspect of the school, school personnel, pupils or anyone
associated with the school.

We support all school personnel and will ensure that any abusive comments made
about them on social media by pupils or parents/carers that are brought to our
attention will be taken very seriously and will be reported to the appropriate
authorities. We have a duty of care to ensure the safety and the well-being of
pupils and school personnel.

We are aware that we cannot monitor every online comment made about the
school whether they are positive or negative but we can work hard to ensure that
parents/carers are aware of the appropriate methods to communicate effectively
with the school.

We wish to work closely with the School Council and to hear their views and
opinions as we acknowledge and support Article 12 of the United Nations
Convention on the Rights of the Child that children should be encouraged to form
and to express their views.

We as a school community have a commitment to promote equality and we believe
this policy is in line with the Equality Act 2010.

We all have a responsibility to ensure equality permeates in to all aspects of school
life and that everyone is treated equally irrespective of age, disability, gender
reassignment, marriage and civil partnership, pregnancy and maternity, race,
religion or belief, sex and sexual orientation. We want everyone connected with
this school to feel safe, secure, valued and of equal worth.

We believe it is essential that this policy clearly identifies and outlines the roles
and responsibilities of all those involved in the procedures and arrangements that
are connected with this policy.

Aims

= To safeguard all members of the school community as we realise there are risks
to the use of social media.

= To ensure procedures are in place to deal with inappropriate or unlawful use of
social media against all members of the school community and its associates.

= To share good practice within the school and with other schools.

= To ensure compliance with all relevant legislation connected to this policy.

= To work with other schools and the local authority to share good practice in
order to improve this policy.




Responsibility for the Policy and Procedure

Role of the Governing Body

The Governing Body has:

appointed a member of staff to be responsible for e-Safety;

delegated powers and responsibilities to the Headteacher to ensure all school
personnel and stakeholders are aware of and comply with this policy;
responsibility for ensuring full compliance with all statutory responsibilities;
responsibility for ensuring that the school complies with all equalities
legislation;

nominated a designated link and complaints governor to ensure that
appropriate action will be taken to deal with all prejudice related incidents or
incidents which are a breach of this policy;

responsibility for ensuring funding is in place to support this policy;

make effective use of relevant research and information to improve this policy;
responsibility for ensuring this policy and all policies are maintained and
updated regularly;

responsibility for ensuring all policies are made available to parents;
undertaken training in order to understand e-Safety issues and procedures;
the responsibility of involving the School Council in:

O determining this policy with the Governing Body;

O discussing improvements to this policy during the school year;

[0 organising surveys to gauge the thoughts of all pupils;

O reviewing the effectiveness of this policy with the Governing Body

nominated a link governor to:

visit the school regularly;

work closely with the Headteacher and the coordinator;

ensure this policy and other linked policies are up to date;

ensure that everyone connected with the school is aware of this policy;
attend training related to this policy;

report to the Governing Body every term;

annually report to the Governing Body on the success and development of
this policy.
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responsibility for celebrating the effort, success achievements of pupils and
school personnel;
responsibility for the effective implementation, monitoring and evaluation of this

policy

Role of the Headteacher

The Headteacher will:

ensure the safety and e-Safety of all members of the school community;




work in conjunction with the Senior Leadership Team to ensure all school
personnel, pupils and parents are aware of and comply with this policy;
organise social media awareness training for school personnel;

provide information for parents outlining:

» how adverse comments posted online can affect the reputation of the

school;

» how adverse comments posted online can affect the reputation of
individual members of the school personnel,

» how parents can explain to their children what is acceptable to post

online;

» how parents can monitor how their children are using social media;

» how we deal with the inappropriate use of social media by parents
against the school;

» how parents must use the 'traditional' complaints process rather than
making a complaint by using social media.

ensure the Home-School Agreement includes a statement asking parents not
to use social media to make derogatory or malicious allegations about the
school or anyone in the school community or to discuss sensitive school issues
online;

ensure the Acceptable User policy is current and includes a statement on the
responsible use of social media by parents and that any concerns or issues
they may have are not discussed on social media;

ensure the Complaints policy is current and available to parents/carers;

work closely with the Governing Body and the coordinator to create a safe ICT
learning environment;

ensure regular checks are made to ensure that the filtering methods selected
are appropriate, effective and reasonable;

monitor the effectiveness of this policy by:

O monitoring learning and teaching through observing lessons
O monitoring planning and assessment
O speaking with pupils, school personnel, parents and governors

annually report to the Governing Body on the success and development of this
policy.

Role of the Coordinator

The coordinator will:

be responsible for the day to day e-Safety issues;

undertake an annual e-safety audit in order to establish compliance with local
authority guidance;

ensure that all Internet users are kept up to date with new guidance and
procedures;

ensure regular checks are made to ensure that the filtering methods selected
are appropriate, effective and reasonable;
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maintains a log of all e-Safety incidents;

reports all e-Safety incidents to the Headteacher;

ensure e-Safety is embedded in all aspects of the curriculum and other school
activities;

work closely with the Headteacher and the nominated link governor;

make effective use of relevant research and information to improve this policy;
provide guidance and support to all staff;

provide training for all staff on induction and when the need arises;

keep up to date with new developments and resources;

annually report to the Governing Body on the success and development of this

policy.

Role of School Personnel

School personnel will:

comply with all aspects of this policy

undertake appropriate training;

report to the Headteacher any online allegations made about them,;

receive reassuring support from the Headteacher when online allegations and
comments are made about them;

before using any Internet resource in school must accept the terms of the
‘Responsible Internet Use’ statement;

promote e-Safety procedures such as showing pupils how to deal with
inappropriate material;

report any unsuitable website or material to the e-Safety Coordinator;

will ensure that the use of Internet derived materials complies with copyright
law;

ensure e-Safety is embedded in all aspects of the curriculum and other
school activities;

be aware of all other linked policies;

report any concerns they have on any aspect of the school community.

Role of Parents/Carers

Parents/carers will:

be aware of and comply with this policy;

support the school by using social media responsibly;

not make online allegations against anyone in the school community;

be aware that they must use the Complaints policy to make a complaint against
the school;

make their children aware of the e-Safety policy;

support the school Code of Conduct for Parents and Carers and guidance
necessary to ensure smooth running of the school.

Role of Pupils

Pupils will be aware of this policy and will be taught to:




= be critically aware of the materials they read;

= validate information before accepting its accuracy;

= acknowledge the source of information used;

= use the Internet for research;

= respect copyright when using Internet material in their own work;

= report any unsuitable website or material to the class teacher or e-Safety

Coordinator;

= know and understand the school policy on the taking and use of photographic
images and cyber bullying;

= |earn to take pride in their work;

= produce work of a high standard;

= listen carefully to all instructions given by the teacher;

= ask for further help if they do not understand;

= participate fully in all lessons;

= participate in discussions concerning progress and attainment;

= treat others, their work and equipment with respect;

= talk to others without shouting and will use language which is neither abusive
nor offensive;

= hand in homework properly completed and on time;

= wear correct uniform

= liaise with the school council;

= take part in questionnaires and surveys.

Internet Filtering and Use

We have a contract with a reputed and national Internet provider to manage a
secure and filtered Internet service which enables us to safely access and use the
Internet and all email. The Internet filtering service will be annually reviewed.

Access to the Internet is designed to protect pupils and school personnel by
blocking the following content:

adult content containing sexually explicit images

violent content containing graphically violent images

hate material content promoting violence or attack on individuals or
institutions on the basis of religious, racial or gender grounds

illegal drug taking content relating to the use or promotion of illegal drugs or
the misuse or prescription drugs

criminal content relating to the promotion of criminal and other activities
gambling content relating to the use of online gambling websites

non educational websites such as social networking sites

OO0 O 000

All users access the Internet in accordance with the School's Acceptable Internet
Use & Agreement and will inform the ICT coordinator if at any time they find they
have accessed inappropriate Internet sites.

When inappropriate material has been accessed the Internet Service Provider will
be contacted and if necessary the Police.




Raising Awareness of this Policy
We will raise awareness of this policy via:

= Headteacher reports to the
= School website; Governing Body;
= Meetings with school personnel, = ParentMail messages
= Written communications with home
such as weekly newsletters

Training
We ensure:
= all school personnel:

O have received the appropriate training on all safeguarding policies and
procedures undertaken by a registered training provider;
O are familiar with the following documentation:

» Keeping Children Safe in Education: Statutory Guidance for Schools and
Colleges

» Working Together to Safeguard Children: A Guide to Inter-agency Working
to Safeguard and Promote the Welfare of Children

O are aware of the following linked policies:

E-safety

Complaints

Home School Agreement

Dealing with Allegations against School Personnel, Volunteers,
Headteacher or Pupils

Equal opportunities

Inclusion
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= the content of all training is correct, delivered well and engages staff as we
believe that the more engaging training is, the better the outcomes that we need
to measure;

= all school personnel understand and undertake their role in safeguarding and
child protection effectively.

Safeguarding

We are committed to safeguarding and promoting the welfare of all children as

the safety and protection of children is of paramount importance to everyone in

this school. We work hard to create a culture of vigilance and at all times we will
ensure what is best in the interests of all children.
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We believe that all children have the right to be safe in our society. We
recognise that we have a duty to ensure arrangements are in place for
safeguarding and promoting the welfare of children by creating a positive school
atmosphere through our teaching and learning, pastoral support and care for
both pupils and school personnel, training for school personnel and with working
with parents. We teach all our children about safeguarding.

We work hard to ensure that everyone keeps careful watch throughout the school
and in everything we do for possible dangers or difficulties. We want all children to
feel safe at all times. We want to hear their views of how we can improve all
aspects of safeguarding and from the evidence gained we put into place all
necessary improvements.

Equality Impact Assessment

Under the Equality Act 2010 we have a duty not to discriminate against people on
the basis of their age, disability, gender, gender identity, pregnancy or maternity,
race, religion or belief and sexual orientation.

This policy is,we believe, in line with the Equality Act 2010 as it is fair, it does not
prioritise or disadvantage any pupil and it helps to promote equality at this school.

Monitoring the Implementation and Effectiveness of the Policy

The practical application of this policy will be reviewed annually or when the need
arises by the coordinator, the Headteacher and the nominated governor.

A statement of the policy's effectiveness and the necessary recommendations for
improvement will be presented to the Governing Body for further discussion and
endorsement.

Linked Policies

= Acceptable Internet Use and Agreement

= Complaints

= Dealing with Allegations against School Personnel, Volunteers, Headteacher
or Pupils

= E-safety

= Home School Agreement




